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1 Functional description

Digital signing offers the option of adding a digital signature to files and reports loaded from the database
within the Q-DAS applications or to confirm them. The data and reports confirmed in this way are stored in
binary form in the database each time a signature date is created and can be fully reconstructed at any time
using the corresponding evaluation strategy. It is also possible to attach a cover sheet before the signed report
and output this with the report. The report is output as a PDF file.

It is generally not possible to work with signatures from DFD/DFX and DFQ files. Working with
signatures is generally only possible with data sets from the database. Q-DAS only supports
SQL / SQL Express and Oracle databases.

Please note that this is explicitly about the digital signing of data. This function is not a substitute
for issuing a "simple" signature within a report file. The function shown here is mainly aimed at
customers from the FDA environment.

A separate document is available in the Q-DAS Product Line Documentation Centre for
integrating a simple signature.

The requirements were not met (P 5, P pi ,LV) ;
Pp rarget 1.00

P pk target
© Q-DAS Process Capability (01/2018)

2 Availability of the digital signature

The digital signature option is available in the following Q-DAS applications.
e (S-STAT
e procella
e O-QIS (procella / CMM Reporting not Alert Manager / not long term analysis)
e solara.MP
e Initial Sample Report (ISR)
e destra

e QAE

QDas-5649 v-1.0 1 4/25
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3 User rights

The following user rights within user management are required to create or load a signature.

User management

Loggedinas : User group
Corfigurationser System Administrator
B Fiter/Seach 3¢
Edit  Numerics Datahase Process Manager Description
-3 User management
gl Department Head System corfiguration (D) Authorizations

gl Essentials-Group

- gf Operator -

m-dfe Supervisor Selection in graphic
- System Administrator Change output field

Show signature
Create Signature
Allow operator name input in additional data recording

[ User administration

[] Extended characteristics selection
View change history

Load userspeciic settings

4 Memory locations Database

The digital signature entries are stored within the database in the following tables:
e SIGNATURE
e SIGNATURE_FILES
e SIGNATURE_MASTER
e SIGNATURE_REASON

e SIGNATUR_KEYS

5 Cover sheet

An individually created cover sheet can be stored before the actual signed report. To do this, a corresponding
report file must be created using the form designer (Q-FD).

Please note that the form designer (Q-FD) is a fee based product.

This additional function has no effect on the actual function of the digital signature. If you do not
use a cover sheet when creating the signature, section. 5 can be completely disregarded and
does not need to be taken into account when handling.

QDas-5649 v-1.0 1 5/25
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5.1 Determine as cover sheet
The corresponding report file must be marked as a "cover sheet" using the form designer.

X

Form designer: Report preview - innominate - x Form sheet feature
i B b e S e e R e R P e e o Description Modules| Intended use [Note | Password | Part selection| Graphic styles | Other

Intended use

) Standard repart
) Frame for "Print curent window"
orfor the printout of a table view (i.e. change history)

) configurable icon bar

- THISMIGHTBE YOURCOVER

love/distart strg=Z. ) Input screen mask
ent Uncertainty Model
L i i <t
SR (‘ ‘ HEXAGON\,- Paste Suge |5 ive graph_ifsin Ei\_JGfurmai
pepmEn | Highlightal StgeA f
S T e e e

(O) Create a template for the semi-automated generation of reports

aheet festure

Cate database query

Page1/1  Secton 1/ 1-Secton

oK Cancel Help

Lwo

Regular mode - Mode Re-structure

5.2 Requirement for use when merging
In order for the cover sheet and the report file to be merged in the digital signature, the paid application "Adobe
Acrobat Distiller” is required.

Only this additional and chargeable software merges the deposited cover sheet when creating a

V signature.

Please note that the required license for Adobe Acrobat Distiller cannot be obtained via Q-DAS.
If you have any further questions, please contact the producer of the software directly.

5.3 Store cover sheet
The report file marked as a cover sheet must be stored in the paths of the Q-DAS application. If it is used, the
stored cover sheet is used automatically.

Evaluation
) Erooton sategy

System settings

‘‘‘‘‘
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5.4 Special output fields

If a report file has been marked as a cover sheet in the form designer, special output fields (signature fields)
can be added for display via right-click.

& rarm designer

e ey
— = o =
) output field selection (listing) - o x
Ouiput Poirts Field No. Subrumber Long text -
Jassfications
Ltput combination ilds 1 0 Signature 1D
chlds
B ettt 0 Signature mocke
£, DB irfo fields 3 0 Signature date, time
auation ofthe part measurement
 werts 5 0 Signature descrption
roup evaluation 3 0 Evaluston strategy
Graphic selection
Toxt selecion 0 Evaluston strategy name
-3 Special slements 3 0 Number of pages
| Sionat.re fie (1 - 31)
= s 1 sdidtonsl 1D field 1
Wid card 10 1 IDfield key 1
Cortainer
Chisck box s 2 sddtonal 1D field 2
- Lstouput
PDF inpu fields o 2 1Dfield key 2
s 2 sddtons 1D field 3
10 3 IDfield key 3
9 4 addtion 1D fied 4
10 4 1Dficld key 4
s 5 addtion 1Dfield 5
10 5 IDficld key 5
s 6 addtion 1D field 6
10 6 IDfield key 6
s 7 addtion 1D field 7
10 IDficld key 7
5 e addtionl 1D field &
10 e IDficld key 8
5 3 addtion 1D field § =
oK Cancel Helo

5.5 Known errors

Here you will find a list of known error messages in connection with digital signing.

5.5.1 Adobe Acrobat Distiller

If the cover sheet and signed report are merged, but the required Adobe Acrobat Distiller is missing, this error

message appears.

Software documentation

QDas-5649
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Error x
'8‘ Ungiltige Kiassenzeicherfolge. ProgID: “AcroExch PDDoc”

oK

6 Create sighature

A signature is generally created in two steps:
1. Load data set from the database

2. Select a report via the "Report selection" dialogue and then right-click to create a signature

6.1 Load data

First, data is loaded from the database using a measured value filter (here in this example via quick filter / time
period from X to Y).

TimaGata 0008

——1 Quick filter

QDas-5649 v-1.0 1 8/25
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6.2 Open report view / create signature
A report file must first be selected via Start|Report view.

Zeitbegrenaung 90 Tage  C-DAS gs-STAT® Process Capabilily Analysis

Resulls  Assessment

Farts mask

The signature can now be created by right-clicking within the report view

& Report preview - 0010_ValseChart - X
A HEXAGON ili i
«d Process Capability Analysis ... .oue| ree 100
Op Name. [ | Evaiustion from 01022024 010125 o 04032024 123014
Part . DIGITAL |oF ne. wa | Do No.
Part descr. ‘SIGNATURE | Mach. Descr. n'a
Char Class significant Caic. Tol. 28 800 usL 201900 | Subgr.size 5
Nam val s Unit LSL 173100 | Subgr.type fred
205 Xug3
ISL
Q| zo »
P P —p—— ¥
- o Sign rey i
= , Wll I
Print 10 POF now »
pot 1o 0F o .
Copy
0 50 100 150 200 250 300 350 400
Vahe Nn
C T r—Tre—

6.3 Create Signature" dialogue

Software documentation

The "Create Signature" dialogue can be used to store various information. Information can be stored in the
"Create signature" dialogue so that it can be clearly assigned later. The information stored here is displayed in

the "Signatures" dialogue.

QDas-5649 v-1.0 1
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6.3.1 User selection / user password

A user with the appropriate user rights must first be selected in the top left-hand corner and the corresponding
user password entered.

Create Signature

User name: Signature 1D Additional field 1

CorfigurationUser

Password Reason Additional field 2

sesssenes Review

Remark on signature Additional field 3

oK Cancel Help

If the "Cancel after incorrect password entry” option is activated in user management, the
corresponding option also applies in this dialogue if an incorrect password is entered.

6.3.2 Assignment of signature Name

A unique name / ID must be assigned to the signature created under "Signature-ldent".

Create Signature x

User name Signature |0 Additional field 1
Configuration User - | SIGNATURE_ID_TEST|
Password Reason Additional field 2
LTI Review -
Remark on signature Additional field 3
OK Cancel Help
QDas-5649 v-1.0 1
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6.3.3 Selection reason

A reason for creating the signature can be selected here. Initially, only the reason "Review" can be selected
here.

Create Signature

x
User nams Signature ID Addiianalfield 1
Corfigurationlser - | [SIGNATURE_ID_TEST|
Password Reason Addiionalfield 2
......... Review -
Remark on signature Additionalfield 3

OK Caneel Help

The following reasons are available across all modules:

-Review

- Approval

6.3.4 Remark

A remark can be added to a created signature here.

Create Signature

x
User name Signature 1D Adtional field 1
Configurationlser ~  SIGNATURE_ID_TEST
Password Reason Additional field 2
--------- Review
Remark on signature Additional field 3

REMARK_SIGNATURE_TEST|

oK Cancel Help

6.3.5 Additional information

Additional information can be added to a created signature here. The signature is created by clicking on OK.

Create Signature

x
User name Signature ID Addtional field 1
Configuration User - | SIGNATURE_ID_TEST ADDITIONAL_INFO_FIELD_1
Password Reason Addtional field 2
ST Review M ADDITIONAL_INFO_FIELD_2
Remark on signature Addtional field 3
REMARK_SIGNATURE_TEST ADDITIONAL_INFO_FIELD_3]
OK Cancel Help
QDas-5649 v-1.0 1
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6.3.6 Confirmation of signature creation
The successful creation of the signature is indicated by a corresponding message.

Information x

7 ]
o Signature saved successfully

0K

oK Cancel Help

7 Delete signature manually

O Manual deletion of digital signatures is generally not possible with the products listed in chapter
V 2.

8 Delete signature via reporting job

A created signature can only be deleted using a reporting job via the M-QIS S Reporting System.

/5! REPORTING [ 14 / 240226 (14.04.4) ]

[ Database connection
v Reporting System
~ NEW RS JOB

Seftings Period
Schedule
New Upload Ciert

Example
01.01.2023-31.12.2023

Fields forfile name

K1000 / cons. part no.

File names

Part key++Fields+ +Date and time

QDas-5649 v-1.0 1 12/25
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9 Display of created signatures

The signatures dialogue is called up via Start|Signatures.

Q E-T Q-DAS / TEQ - intern Zeitbegrenzung 90 Tage Q-DAS gs-STAT® Process Capability Analysis
Graphics Results Window Extras / help
N iSjFi | [ Evaluationstrategy | Report preview 2 Print reports H] Generatea POFfile from reports |t Form designer %\I
Qi -;lE =
© - » s = . o
Start Process | Module selection  English B Reportwith data selection (query) ') Print report to PDF file B PDCA Report % Button bar designer Manual uplaad
Manager . . 5 Print report 4% Reports inFDF format | B3} Mask designer
Process Man... Module Evaluation Reports Designer Upload

QDas-5649 v-1.0 1 13/25
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10 Dialogue of created signatures

The already signed reports are displayed in a corresponding overview via the signatures dialogue. All
signatures created are displayed in this overview, regardless of the product/module.

Signatures

© Sl Sgnature  Dataset Repotpreview Fiter Configuration

I3 SIGNATURE ID_TEST]

User management Date

Remark

Configurationlser 06.03.2024 15:36:29 REMARK_SIGNATURE_TEST Review
Signature date 06032024 153629
Evalustion strategy Q-DAS Process Capabilty (04/21
Addtional field 1
Addiional field 2
Addtionsl field 3
Autom. IDfields
oK Help
Signatures. %
Y SIGNATURE ID_TEST]
Usermanagement Date Remark Reason
Corfigurationlser 06.03.2024 15:36:29 REMARK_SIGNATURE_TEST Review
06.02.2024 15:36:29
Q-DAS Process Gapabilty (14/21
Addtional field 2
Addtional field 3
Autom. 1D fields
oK Help

QDas-5649 v-1.0 1
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10.1.1 Add signature
This can be used to create another digital signature.

Shnstures
Sqremms
SERRTIREO_TEST

V4

A Q-DAS user can generally only sign one report within a signature. Each signature must be
created by different Q-DAS users. If this is not the case, the following message appears when a
signature is created.

- x
(5]
L% ST —

oK

oK Cancel Help

If the two standard reasons available (Review/Approval) have already been used, no further
signature can be created.

Q-DAS qs-STAT® Process Capability Analysis hs
8 A component named f_signatur already exists.

Further individual reasons can be defined, stored and made available for selection in a
corresponding workshop (subject to a charge).

QDas-5649
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10.2 Tab - Data set
The "Read files" button can be used to load data sets that have already been signed.

Sapmateees
— I |y W
FESimEn)

psmie e NERNENE

S bt 1 [ T

10.3 Tab - Report

This can be used to preview the signed report (including cover sheet if applicable). The prerequisite for the
preview is that Adobe Reader is installed.

St date 18012004 143825

QDas-5649 v-1.0 1 16/25
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10.4 Tab - Filter
This can be used to restrict the list of signatures created using various filter criteria. The filter is executed via
"Set filter" and cancelled again via "Remove filter".

Sgratrn Dt e w-.—.—E[L:—w-m

10.5 Tab - Configuration

This can be used to define new input fields that can be queried and filled with content via the corresponding
input mask when creating a signature. The new input field is created using "Add new automatic ID field" and

then displayed in the input mask

S =
Sagnatum

0o

Feut bt
E—

Wi ek cortart b s Kobekd et a tor sty
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11 Automatic signature via script in procella

During data recording in (O-QIS) procella, it is possible to automatically create a signature by using a script.

11.1 Execution Script settings in procella

Via Setup data recording|Standard, the following options are available for selecting at which point during the
measurement procedure the corresponding script for creating a digital signature should be executed.

11.1.1 Display time execution script

At what point during the measurement the stored signature script is executed can be seen from the "Signature”
graphic at the play symbol.

1
Part descr. TEST_SIM_SLOW

1 2 3 4 5]
Char.Mo.:1 Char.No.:2 Char.No.:3 Char.No..4 Char.No.:5
r.Descr..char_1 Char.Descr..char_2 Char Descr..char_3 Char.Descr.:char_4 Char Descr.:char

> L > >

QDas-5649 v-1.0 1 18/25
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11.1.2 Execute script at the end of the inspection
If you use this option, the script will be executed at the end of the inspection.

¥

Q-DAS

qs-STAT

The corresponding script must be stored here:

Setup data recording

Testplanconfiguration  Preview  Preview oftemplate

Measurement proceds

Measurement finalization

Input sequence

Additional data rpt

Reset additional dxa

‘Show alarm dialogue

Seve

Repeat measurements

i mnspectionintervd

Uimitinfringements

Inteface

Summary/input

Measure inspection ots

Directory monitos g

variable characteristics
[V Alow incomplete records (verisble charactenists)

Attrbute for ron recorded mesmrement 255
attribute characteristics

aiteal | sguficant important  of sec. Importance  unimportant

] Mow incomplets characteristics
Do nat enter any vaive
® Record O errors
Markng through atirbute
Attrbute for non recorded errors ]

; ordinal and nominal characteristics

awcal sgvfcnt mpertent  of sec, Inportance  urmpertant

[T Alow mcompiete charactersscs
Do not enter any valve

® Enter defaust vaiue from main o b catalogue
Markng through atirbute
Attribute for non recorded errors )

Execute Q-DAS scripts

2
] Q0As saipt OK after measurement
QoAs sorpt

[] QDA Seipt oK after messrement
QDAS srt

11.1.3 Script OK after measurement

If this option is used, the script is executed as soon as the measurement is deemed to be OK (measured

Software documentation

values must correspond to the specifications of the evaluation strategy used). The corresponding script must

be stored here:

Setup data recording

Meesurement finalization

vanable charactermtics

Ixecute Q DAS scripts.

Euecute QOAS st ot the end poston of the wbgrowd nspech

Vi QOAS S0t OK after messurement

QOAs saot :

QOAS St nOK sfer measrement

QOAS sarpt

QDas-5649
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11.1.4 Script nOK after measurement

If this option is used, the script is executed as soon as the measurement is deemed not OK (nOK). (Measured
values do not correspond to the specifications of the evaluation strategy used). Please note that the script is
only executed if the alarm display is activated. The corresponding script must be stored here:

Setup data recording

Sendsd Delout

Meas.rement finalization

V) Q0AS Srpt nOK sfter messrement
QOAS scrpt

11.1.5 Display executed script

Here you can define what should be displayed in the confirmation dialogue when the script is executed. You
can choose to always display the name "Q-DAS script" or alternatively the file name of the stored script.

External files

[] Retrieve file on demand

@ Show file name
() Show "Execute script”

[[] Transfer cumently open file to script
[[] Transfer Kfield contents
G-DAS script

1.000

x

vShare \PLANT\DEFAULT Scripts\S(

® Show "G-DAS script”
() Show Q-DAS script file name

Execute script without confirmation
[] Block window

additional scripts

OK Cancel

Help

Confirmation x

SCRIPT_SIGNATURE execute?

0K Cancel

Software documentation

QDas-5649
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11.1.6 Execute script automatically
The "Execute script without information” option can be used to define whether or not a corresponding
confirmation dialogue is displayed before a script is executed to create a signature. (see 10.1.4)

External files x

[[] Retrieve file on demand

@ Showfile name
O Show "Execute script”

[] Transfer cumently open file to script
[ Transfer K field contents

1000 =
Q-DAS script
>> | [C:\Q-DAS\Share'\PLANT\DEFAUL T\ Scripts\S(
@® Show "GDAS script”

) Show G-DAS scriptfile name

[ Exectte scrpt without corfimation
[] Block window

additional sorpts

oK Cancel Help

11.2 Script structure
The corresponding script for calling the signature must be available as a *. TXT file as follows:

QTheSignature('ReportFilename.DEF',FctSubNo,FctAddNo)

QDas-5649 v-1.0 1
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11.2.1 Example of a corresponding script:
The content of the script file to be executed must look like this:

QTheSignature('ReportFilename.def',FctSubNo,FctAddNo)

QTheSignature('C:\Q-DAS\Share\PLANT\DEFAULT\REPORTS\PV_0010_ ValueChart.def',1,1)

e The "PV_0010ValueChart.def" report is used to create the signature (the full path to the report file
must be stored).

e FktSubNr: Entry 1 should generally be stored here
e FktZusNr: You can choose between two entries here:

1. The "Create Signature" dialogue can be exited via Cancel

Create Signature x

User name Signature 1D Addtional field 1
Password Reason Addtional field 2

Remark on signature Addtional field 3

oK Cancel Help

2. The "Create Signature" dialogue cannot be exited via Cancel

11.3 Procedure during measurement value recording
If the corresponding options are set correctly, the process could look like this.

1. Data set is loaded from the database
2. Measurement value recording in procella is carried out

3. The stored script for creating a signature is executed automatically

1
Parldoscr. TEST_SM_SLOW

4
0:1 Chartio.2 Char o3 Chacto.4
rDescr cnar i CMDescrchar® | CharDescrochar 3 | CnarDescrichard

QDas-5649 v-1.0 1 22/25



Q-DAS
(d Y| 8 qS-STAT Software documentation

4. Query for executing the script is confirmed with OK

344 a5 g I n

Confirmation x

1 SCRIPT_SIGNATURE execute?
- oK Cancel
F

5. The report stored in the script and the "Create signature" dialogue are displayed automatically

6. The "Create Signature" dialogue can be filled with information and confirmed with OK

L-,- R

el

: e

o 1 2z 3 4 5 & 7

IEEEEREEEERE: =1 Kk
Vake o~ . e «

- o |t | et
- =
. .
1 1 2 3 4 5 B 7 8 % W oM 12 13 4 15 198 i inndrs eport prep—
e =
8. Created signature can be loaded
S %
- Signatures Signature  Dataset Reportpreview Fiter Configuration
=p SIGNATURE_TEST_AUTOMATIC

User management Date: Remaric Reason
ConfigurationUser 11.03.2024 15:58:06 REMARK_TEST_AUTOMATIC Review

QDas-5649 v-1.0 1 23/25
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measured values

The "WVLOCKED" entry within the data-database is created to protect the signed measured values. This

Software documentation

means that the corresponding measured values cannot be subsequently deleted / edited in the data-database

used.

12.1 Entry within the data-database

The corresponding data-database must be adjusted manually as follows:

1. Call up the WERTEVAR table

2. Append new column "WVLOCKED

@ BB dbo.WERKZEUG
@ BB dbo.WERTEATT
= dbo WERTEVAR

3. Select field data type "int"

Start PowerShell

Reports »

Refresh

B WVPRUEFER (int, null

B WVPRUEFMIT fint, null

B WUMASCHINE (int, nul)

B WUNEST (int, null)

[ WVDATZEIT (datetime, null)
B WUSTIANF (tinyint, null

& [ dbo.WERTEVAR

5 1] Columns

m.u T

WVTE (PK, int, not null)
v WVMERKMAL (PK, smallint, not null
= WVUNTERS (PK, smallint, not null)
= WVWERTNR (PK, int, not null)
B WVWERT (float, null)
B WVATTRIBUT (smallint, null
B WVPRUEFER (int, nul)
B WVBRUEFMIT (int, null
B WYMASCHINE (nt, null)
B WVNEST Gnt, nul)
B WVDATZET (datetime, null)
B WVSTIANF tinyint, null)
B WVCHARGE (nvarchar(21), null
B WVAUFTRAG (nvarchar(32), nul)
B WVD0OS (nvarchar(35), null
B WV0034 Gnt, null)
B wWyo014 (v

ar(l
Iy

B Wv0O15 fint, nul

B wvoots ( null)
B W01 (v ) null)
B WV0009 (nvarchar(300), null

B Wvooi1 (avarchar(500), null)
B WV0097 (uniqueidentifier, null)

Wv0o14
Wv0o1s
WV0016
Wvoo17
WV0009
wvoot1
Wvoos7
WV0034
WV00ss
WV00s6
WV0057
WV00s8
WV0059
WV0050
w0061
WV0062
WV0053

b WVLOCKED

nvarchar(100}
int
nvarchar(32)
nvarchar(32)
nvarchar(500)
nvarchar(500)

uniqueidentifier

nvarchar(32)
nvarchar(20)
nvarchar(30)
har(80)
nvarchar(80)
nvarchar(32)
nvarchar(32)

[SESNSRS]

]

[m]

4. Measured values that are assigned to a signature are given the entry [1] in the WVLOCKED column

o o
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12.2 Saving back after changes

If a signed data set is loaded, the measured values it contains can be edited/deleted, but it is generally not
possible to save them back to the database. When saving, you are prompted to save a new*.DFQ file.
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